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About me

● Andrés Jiménez MacKellar

●

● At Maldita since 2018

● I worked at EFE news agency, Facterbot etc.

● ajimenez@maldita.es / @BrydenJimenez
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● Independent media outlet 
● Non-profit (foundation) & copyleft
● Fact-checking
● Monitor public & political discourse
● Provide tools to the community so 

they can tackle misinformation

What’s Maldita.es?
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Funding transparency
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Who fact-checks the 
fact-checker?
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YOU

Who fact-checks the 
fact-checker?

- Every step of our fact-checking process has to 
be traceable so readers can do it at home

- At Maldita we don’t use anonymous sources
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● When a reporter finishes his article, he shares 
it in a Telegram group so that it can be 
scrutinized by editors

● Fact-checks need 4 approvals and no vetoes 
before being published

● 8 eyes see better than 2: this helps us ensure 
that our article is correct

The ‘palante’ method
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● Maldita is also a signatory of the International 
Fact-Checking Network (IFCN)’s code of 
principles

● Methodological and financial transparency are 
mandatory

● Correction policy

IFCN code of principles
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Would you fact-check this?

“A mosquito that can 
impregnate you with 
its sting has been 
discovered”
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● Something that seems ridiculous to us may 
appear credible to someone else (and vice 
versa)

● It’s important to debunk a hoax even if we 
personally don’t see the relevance in it: IT’S 
GOING VIRAL FOR A REASON

● The most simple hoaxes are often the most 
shared

Would you fact-check this?
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● At the beginning we focused on Twitter

● There’s one slight problem: not everyone is on 
Twitter

● When Maldita opened a WhatsApp service we 
accessed a whole new dimension of 
disinformation: scams, simpler hoaxes, 
health-related disinformation…

Would you fact-check this?



Journalists
Politicians
Very informed citizens

The rest of the conversation



How do the bad guys 
work (on WhatsApp)? 



NO CONTEXT, NO ANCHOR

● Where are we reading the 
news?

● Is it a reliable source or not? 
● No header, no date.
● Videos
● Audios
● Images
● WhatsApp chains



Why do bad actors 
create hoaxes?
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3 Motivations -  4 Types 

3 Motivations behind disinformation:
- Ideological
- Economical (Scams + sites full of ads)
- ¿?

4 Main types
- Politics
- Health
- Hate speech
- Scams



TYPES OF DISINFORMATION*

HATE:
AGAINST MIGRANTS / RELIGION / 
SEXUAL ORIENTATION / WOMEN





Formats used by those 
who disinform
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FA Fake quotes

Source: Namibia Check
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FAFake tweets: ‘parody’ accounts
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FAFake tweets: fabricated
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Visual hoaxes: an easy or 
difficult way to disinform?



It can be difficult
(Deepfakes)

● Capable of making someone say 
and do whatever they want

● The case of Barack Obama



● Although they can be a problem in the future, they are not 
currently the biggest threat

● Money, time and technological knowledge are required if you 
want a good result

● We have only debunked two cases in the last four years

It can be difficult
(Deepfakes)



It can be difficult
(Deepfakes)



● Zelensky asks Ukrainians to 
surrender

● A dangerous deepfake

● Anything wrong with his jaw? 
What about his blinking?

It can be difficult
(Deepfakes)



It can be difficult
(Deepfakes)



● Putin announces Russia’s defeat

● Another dangerous deepfake 
(and better made)

● Created as a response to 
Zelensky’s deepfake

It can be difficult
(Deepfakes)



● Another dangerous deepfake 
(and better made)

● Clues: check out his mouth

It can be difficult
(Deepfakes)



It can be difficult
(Deepfakes)



It can be difficult
(Deepfakes)



● The real problem?

● These deepfakes are also shared 
on closed platforms

● There is no context in these 
platforms: no clarification tweet nor 
Twitter tag

It can be difficult
(Deepfakes)



Creating a visual hoax is 
much easier



It can be easy
(Cheapfakes)

● The most effective hoaxes are often the most simple ones

● To disinform with images you don’t need a lot of money, time 
or technological knowledge

● You can just put them out of context

● Unlike ‘deepfakes’, we all often receive these hoaxes



How do the bad guys disinform 
with videos?

● They reduce the quality of the images so we can’t verify them 
properly

● They flip them

● They add false subtitles

● They reduce their speed

● They cut them to decontextualize 



AI-generated faces 

- Do you remember FaceApp?

- It’s a tool used to create photos 
of people who don’t exist or to 
modify the appearance of people 
who do exist.

- Other similar tools are used



AI-generated faces 

- It’s very easy to use and the 
results are pretty good

- It’s a tool widely used by 
anonymous online trolls who 
pretend to be someone

- Pro tip: zoom in and check the 
details



AI-generated faces 



Blurred eye



Blurred eye

Many wrinkles on her 
face, but none on her 
shoulders…



AI-generated faces 

- The manipulated includes the app’s logo, but not everyone knows what it means

- A clear example of how very simple hoaxes go viral



How images are used for hoaxes

● They flip them

● This leads to unsuccessful reverse image searches
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FAHow images are used for hoaxes



● They slow them down

● They are used to claim 
that a politician is drunk or 
has taken drugs

How images are used for hoaxes
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FAEvents from the past

Source: Africa Check



Título
Subtítulo

FAEvents from the past
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FA Fake geo context

Source: Africa Check
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FA FAKE GEO CONTEXT

This video of an 
alleged attack in 
Spain was actually 
filmed in South 
Africa
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FAMEDIA IMPERSONATION
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FA MEDIA MANIPULATION
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FA CODE MANIPULATION
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FA CODE MANIPULATION
https://nation.africa/kenya
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FA CODE MANIPULATION
https://nation.africa/kenya
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FA CODE MANIPULATION
https://nation.africa/kenya
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FA FAKE CLIPPING
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FA PRANK WEBSITES
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FA PRANK WEBSITES
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FAFake WhatsApp conversations
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FA SCAMS

Source: Ghana Facts
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FA SCAMS

Source: Pesa Check
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FA SCAMS

Source: Pesa Check

https://www.nwsc.co.ug

https://www.yaodsr.cn/OqNtOxnP/
nwsc-w/?_t=1637932941tit#163793
2943765 



How do the bad guys 
organise themselves? 



WhatsApp groups

● Disinformers create private WhatsApp groups where they 
share their hoaxes

● These hoaxes are rapidly shared outside of that inner circle 
and they reach other platforms

● WhatsApp is encrypted, so it’s impossible to know who 
created a hoax
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FAENGAGE WITH AUDIENCES

WHATSAPP CHATBOT



Telegram channels

● Telegram has become a large disinformation hub in Spanish

● Disinformer create channels which are followed by thousands

● Little to none action taken by the platform to counter 
disinformation

● Unlike WhatsApp, disinformers can create engaged 
communities within Telegram



Telegram channels



Telegram channels



Maldita in Telegram

● Chatbot

● Daily summary of 
our debunks



What do we do about 
it?
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● As you can see, disinformation is present in 
every imaginable platform, both online and 
offline

● In order to combat it, fact-checkers have also 
got to be present in such platforms

● This implies using different formats and 
adapting our language so that our message 
reaches all these different audiences

Multi-platform fact-checking
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FA FORMATS
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FA Radio presence
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FA TV presence
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FAPresence in local media



RRSS RRSS

How do we communicate our narratives in MALDITA
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FAPresence in social media

● Disinformers engage with the 
youth by sharing hoaxes in 
their platforms, using their 
same language and formats

● We have to do the same 
(although it can be 
embarrassing at times)
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FA‘Maldita la hora’ podcast
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FADaily Twitch show
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FAMaldita’s app
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FABrowser extension
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FA Presence in the streets
(5000 posters)
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FA Stickers/games with media 
literacy tips
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FA Reports and researches
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FA Online toolkit

https://maldita.es/herramientas-de-verificacion/



ajimenez@maldita.es


